11.3 Troubleshooting File System Problems

Chapter 4 describes the way that the system and applications store data in the registry.
Registry-related problems such as misconfigured security and missing registry values and keys are
the source of many system and application failures. The system and applications also use files to
store data, and they access executable and DLL image files. Misconfigured NTFS security and
missing files or directories are therefore also a common source of system and application failures
because the system and applications often make assumptions about what they should be able to
access and then misbehave in unexpected ways when the assumptions are violated.

Process Monitor shows all file activity as it occurs, which makes it an ideal tool for
troubleshooting file system-related system and application failures. To run Process Monitor the
first time on a system, an account must have the Load Driver and Debug privileges. After loading,
the driver remains resident, so subsequent executions require only the Debug privilege.

Process Monitor Basic vs. Advanced Modes
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When you run Process Monitor, it starts in basic mode, which shows the file system activity
most often useful for troubleshooting. When in basic mode, Process Monitor omits certain file
system operations from being displayed, including:

m [/O to NTFS metadata files

m [/O to the paging file

m /O generated by the System process

m [/O generated by the Process Monitor process

While in basic mode, Process Monitor also reports file I/O operations with friendly names
rather than with the IRP types used to represent them. For example, both IRP. MJ WRITE and
FASTIO WRITE operations display as WriteFile, and IRP_ MJ CREATE operations show as
Open if they represent an open operation and as Create for the creation of new files.

eXPeriMeNT: Viewing File System activity on an idle System

Windows file system drivers implement support for file change notification, which enables
applications to request notifications of file system changes without polling for them. The
Windows  functions for doing so include ReadDirectoryChangesW and the
FindFirstChangeNotification, FindNextChangeNotification pair. When you run Process Monitor
on a system that’s idle, you should therefore not see the repeated accesses to files or directories
because that activity unnecessarily negatively affects a system’s overall performance.

Run Process Monitor, and after several seconds examine the output log to see whether you
can spot polling behavior. Right-click on an output line associated with polling, click Properties
on the context menu, and then click the Process tab in the Properties dialog box to view details of

the process performing the activity.
Process Monitor Troubleshooting Techniques

The two basic Process Monitor troubleshooting techniques for file system problems are
identical to those for registry-related problems: looking in a Process Monitor trace at the last thing
an application did before it failed, or comparing a Process Monitor trace of a failing application
with a trace from a working system. See the section “Process Monitor Troubleshooting
Techniques” in Chapter 4 for more information on these techniques.

Entries in a Process Monitor trace that have values of NAME NOT FOUND, NO SUCH
FILE, PATH NOT FOUND, SHARING VIOLATION, and ACCESS DENIED in the Result
column are ones that you should investigate. The first three are reported when an application or
the system attempts to open a nonexistent file or directory. In many cases, these errors do not
indicate a serious problem. When you execute a program from the Start menu’s Run dialog box
without specifying its full path, for instance, Windows Explorer will search the directories listed in
the system PATH environment variable for the image file until it locates the file or has searched
all the listed directories. Each attempt to find the image in a directory that does not contain it
results in a Process Monitor output line similar to this:

1. 25314 7:44:27.4180943 PM Explorer.EXE 1640 CreateFile C:\Program Files\
2. Microsoft Windows Performance Toolkit\test.exe NAME NOT FOUND Desired Access: Read
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3. Attributes, Disposition: Open, Options: Open Reparse Point, Attributes: n/a, ShareMode:
4. Read, Write, Delete, AllocationSize: n/a

Access-denied errors are a common source of file system—related application failures, and
they occur when an application does not have permission to open the file or directory for the
access types it desires. Some applications do not check error codes or perform error recovery, and
they fail by crashing or terminating; others display misleading error messages that mask the root
cause of the error.

Buffer-overflow exploits are a serious security concern, but a code result of BUFFER
OVERFLOW is simply a file system driver’s way to indicate to an application that the buffer it
specified to store result data was too small to hold the data. Application developers use this
behavior to determine how large a buffer should be because the file system driver also returns the
size of the buffer required to store the data. Operations with a buffer overflow result are usually
followed by the same operation with a successful result.

Process Monitor has been used extensively within Microsoft and other organizations to solve

difficult or nearly impossible-to-diagnose problems.
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