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Pr ol ogue

"Way revisited? you ask? | originally published this paper in March of
2002. Since then a nunber of factors have inspired me to do a re-wite,
and the result is right here, what you are reading. M goal for this
version is to clean up the original, sinplifying the | anguage and maki ng
it more "newbie friendly'. | amhoping that one result fromthis
version is that | will receive no nore E-nmails | oaded with questions!
The “proof is in the pudding” as the saying goes. Did |l hit ny nark
with this rewite? | would appreciate any feedback. And yes, feel free
to send me your questions if you have them

Before | nmove into the down and dirty kernel talk | want to take a
nonent to set the stage. This paper is geared towards Forensic

Exam ners, whether they be Law Enforcement or Corporate. |f you can
type faster than you speak and you believe a nouse is sonething that
shoul d be running through a field or taking a siesta in a nouse trap and
you understand Magi ¢ SysRg key, then consider yourself a Linux guru

This paper is not for you — you guru! Turn around, do not pass go, do
not collect $200, go home. No soup for you! But if you come froma
point and click world (known in the *nix world as 'nove and drool'), say
a Wn32 environnent, and you are interested in custom zing the way your
Li nux system operates, then this paper is for you — read on!

VWhat |Is The Kernel ?

The Linux Kernel is the brains of the operating systemenvironnent. It
is a single, conpressed file (vminuz-kernel-XXX) that gets |oaded into
nmenory during the boot process. The Linux Kernel then | oads nodul es
that are required for the systemand nounts the root partition read-
only. The kernel is responsible for recognizing and configuring RAM
networ k connectivity, and configuring storage devices, processor(s), and
ot her hardwar e.

The Linux Kernel may either be nmodular or nonolithic in design. (Mre
on this later.) Your Linux system may have any nunber of kernels from
whi ch you can choose fromduring boot. Well, okay, you are linmted to
the size of your '/boot' partition! But the fact remains clear — you
can have one or nore kernels to select fromduring the boot process.

So, is there a benefit to being able to choose a kernel during boot?
Absol utely! Each kernel may be custonized to a certain environnent or
for certain hardware, etc. Perhaps one kernel is geared towards network
connectivity, including wireless and Bl uetooth technol ogies. A second
kernel is geared towards maxi mum security and as a result, is nonolithic
in design. Utimately what is nice is that with Linux you get choice.
You get to decide how your environnment behaves. And you get to
custom ze that environment if so inclined.

Ker nel Term nol ogy

There can be two kernel designs as already nentioned — nmonolithic or
nmodul ar. Most users will opt for a nodular kernel. However it is

i mportant to know that you can el ect for either design, and where one
design nay be nore appropriate over the other

A modul ar kernel is just that — nodular. Wth a nodul ar kernel nodul es
may be | oaded or unl oaded as necessary. A nodular kernel is usually
snmaller in size because nore options are set as nodul es and not conpil ed
into the kernel itself. Mdules may then be dynami cally | oaded as they
are needed. For exanple, typically Firewire (1394) support is conpiled
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as nodul es that may be | oaded as they are needed (when a 1394 device is
attached to the system). Wen no 1394 devices are attached to the
system the nodul es are not | oaded as they are not required for

operation. However, if we attach a 1394 device we then issue either the
"Insnod' or 'nodprobe' conmand to | oad the necessary nodul es so that we
may use our 1394 device. Note that it nmay not be necessary to nmanually
| oad the nodul es as the operating systemitself may handl e the | oadi ng
or unl oadi ng of the required nodul e(s).

A monolithic kernel is a kernel wherein all options are conpil ed
directly into the kernel, there are no options sel ected as nodul es.
This design may result in a larger file size because all options are
built into the kernel file itself.

What may be a reason why we woul d sel ect one design over the other?
Being a security freak I can say that nmy main reason for building a
nonolithic kernel is out of a desire for a secure environnent. Many
Linux rootkits are actually kernel nodules. |If we renove the ability to
| oad nmodul es then we reduce the risk associated with them Another
exanpl e may be a sinple 486 nachine that we use as our firewall gateway.
We can actually reconpile our kernel so that it will fit on a floppy

di skette along with other necessary files and utilities and the end
result is a Linux operating systemthat operates off a floppy diskette.
Pop this diskette into the 486 box and we now have a firewal |l gateway
resi ding on what many fol ks woul d consi der an outdated PC

However, for data forensics wherein we nay be addi ng and renovi ng
various hardware routinely a nodul ar kernel design is nore sensible and
that is what we will be nmaking in this paper

Vr ni ng!

Danger! Danger! Take heed — reconpiling your kernel may not only result
in a inoperable systembut may be hazardous to your health and nenta
stability! One wong option or configuration and you may find yourself
unable to reboot, in a state of kernel panic, or other sinilar
situation. As with anything, please practice on a non-critical system
until you have conpleted the process successfully a few tines.

It is also inportant to note that if you are running Red Hat Linux and
you reconpil e your kernel you have just null and voi ded your support!
Red Hat will not support a reconpiled kernel. As for the other Linux
distributions I do not know how they will treat a reconpiled kernel
Best to check their policy before nmessing with your kernel

The Red Hat -ac Kernel vs. Vanilla Kernel

There are two branches of the kernel tree; the generic (vanilla) kerne
and the Red Hat ac kernel. There are noteworthy differences between the
two kernels, and | recommend checki ng out both kernels and conparing
them Perhaps you will find that for your environnent one kernel wll
be nore advant ageous over the other. O course you could install both
kernel s on your system and sel ect between them duri ng boot!

In the past | have chosen to use the vanilla kernel for one reason -
patching. There have been tinmes wherein | have needed to apply a patch
to the kernel. For exanple, a file systemdriver patch such as HFS+ or
the ACPI patch. Wen you patch the kernel there are two results — HUNK
SUCCEEDED or HUNK FAILED. Wth the Red Hat kernel | would get nore
hunks that failed than with the vanilla kernel. Not being a coder | had
adifficult tinme trying to fix the patches to work with the Red Hat
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kernel. Therefore | opted to use the vanilla kernel because hunks did
not fail, or did not fail as often as with the Red Hat kernel. Mbst
patches in the wild have been witten against the vanilla kernel
Therefore it only nakes sense that these patches apply cleanly.

However, as with nmost things in life thereis a flip side to this coin
Frommy tenure at Red Hat | learned first hand of the rigorous testing
and quality control that goes into the ac kernel. There are substanti al
benefits to the Red Hat kernel, and with the majority of corporations
runni ng Red Hat Linux wherein stability and quality is mission critica

| believe these benefits are evident. Cbviously this is not to inply
that the vanilla kernel |acks testing or quality control. However,
there are big backers with big noney using the Red Hat kernel. They can
pay for nore testing and nore control. Got it?

Note al so that when installing a Red Hat kernel you are installing a
custom kernel built by the Red Hat kernel team During the installation
the "initrd inage file is automatically created so that you do not have
to manually do it. Further, the boot |oader configuration file wll

al so be updated to reflect the newly installed kernel (if using GRUB or
LILO.

The vanilla kernel may be found at http://ww.kernel.org. The Red Hat
kernel may be found at http://ww.redhat.com

Ker nel Packages

Wth Red Hat Linux 8.0 there are numerous kernel packages that nay be
i nstall ed, including;

kernel -2.4.18-19.8.0 ker ne

kernel -doc-2.4.18-14 = kernel docunentation

kernel - pcnti a-cs-3.1.31-9 = PCMCI A card services for |aptops
kernel -source-2.4.18-19.8.0 = kernel source

kernel -snp-2.4.18-19.8.0 = nul ti processor kernel package

kernel -utils-2.4-8.13 = kernel utilities package

kernel - bi gnem 2. 4. 18- 14 = kernel package for nore than 4GB RAM

Note that not all these packages will be installed on your system nor
are they all required. The 'kernel-source' package is required for
reconmpi ling or kernel devel opnment work. The 'kernel-bigmen package is
required for nachines with nore than 4GB of RAM The 'kernel-utils'
package contains a set of tools that may be used to control both the
kernel and har dwar e.

To find currently installed kernel packages issue;
rpm-qga | grep kerne

Al ternatively, we can issue;
cat /var/log/rpnpkgs | grep kerne

The first command above will take a bit |onger to conplete as the system
is queried for all installed packages and that output is piped to the
"grep' command for instances of 'kernel'. The second conmmand sinply
parses a file that is dynanically created at each boot for instances of
"kernel' and therefore is faster in returning results. But nake note,
this file is created during boot so any package changes since then will
not be reflected until it gets updated!
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Installing versus Upgradi ng the Kernel

As with all packages in RPM (Red Hat Package Manager) format we can
either install or upgrade. If we opt to install a package we do just
that — we install this new package. |If we opt to upgrade a package we
are doing just that — upgrading the old version of the package to this
new one.

Wth regards to the Linux Kernel | recomend installing new kernels over
upgrading. By installing the new kernel we will naintain the currently
runni ng kernel. Therefore, upon reboot, we will have a choi ce between
the new kernel and the old kernel. |If this new kernel for any reason

causes our systemnot to boot we can reboot and select the ol d kernel
that we know works. Fromthere we can work on correcting the new kernel
to get it working. Make sense?

I f you upgrade your kernel that's it! Al you have is that new kernel,
and upon reboot if it panics, you only have yourself to blane! Be smart

and install, do not upgrade the actual kernel!

However, for kernel docunentation and kernel sources upgradi ng may be
the better choice. |In fact, we nay not have an option as attenpting to
install new kernel source al ongside existing kernel source will cause a
conflict.

For this paper we are going to reconpile our currently | oaded kernel.
However it is inperative you learn howto use the ‘rpm program
especially howto install and upgrade packages.

To upgrade to a new kernel issue;

rpm-UWvh kernel - XXX. r pm

VWherein ‘kernel -XXX.rpm is the new kernel you want to upgrade to. |If
this conpl etes successfully upon reboot your systemwll |load this new
ker nel .

To install a new kernel issue;
rpm —i vh kernel - XXX. r pm

Wherein ‘kernel -XXX. rpmi is the new kernel you want to install alongside
your currently | oaded kernel. Upon reboot your systemw |l have this
new kernel as an option to boot.

Bot h commands above assume you have the kernel in RPM package fornat,
not in a conpressed archive fornmat such as TAR GZ. Pl ease revi ew ‘' man
rpmi and learn how to properly use the ‘rpmi program It is a very
power ful program and worthy of [ earning!

Met hodol ogy Overvi ew
At a high level what we are going to do is the foll ow ng;
- make and test an energency boot diskette

- query the systemfor required packages
- custonize and reconpile the kernel

Creating an Emergency Boot Diskette
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This step is critical! | cannot enphasize how inportant this step is.
| have received nore e-mails and phone calls from fol ks who have not
created an energency boot diskette and upon reboot their system hangs
and they do not know what to do next! So much headache, hassle, and
time can be elimnated by sinply taking this step. But please, don't
just create the diskette — TEST IT! Yes, after creating it reboot the
systemfromthe diskette to ensure it works as intended.

To create the diskette we issue

nkboot di sk --device /dev/fdO0 2.4.18-19.8.0

We can see that we specify our floppy device (in this exanple
"/dev/fd0') followed by our current kernel (in this exanple '2.4.18-
19.8.0'). If we are unsure of our current kernel version we can issue
the foll owi ng command;

unanme -a
Sanpl e output fromthe above conmand is;
"Linux crazytrain 2.4.18-19.8.0 #2 Sat Dec 28 01:38:29 EST 2002

After creating the diskette we reboot our system and boot fromthe
floppy. |If we are successful in booting fromthe floppy we can conti nue
on, but if not, make sure to try again with this step until it works!

Querying for Packages

Since we want to reconpile our current kernel we nust nake sure we have
the 'kernel -source' package installed. |If it is not installed we nust
install it before we can reconpile. To find out we issue;

rpm-ga | grep kerne
Hopeful ly one output wll be;
" kernel -source-2.4.18-19.8.0'

If we have the source package we are golden and can nove forward to the
next step. |If we do not have this package we can grab it fromthe Red
Hat site or the Red Hat Linux 8.0 installation nedia and install it.

NOTE NOTE NOTE NOTE NOTE NOTE NOTE NOTE NOTE NOTE NOTE NOTE

Yes, please note the following; for this paper actual versions are
listed nerely for exanples. These version nunbers are not nmeant to be
taken literally. | received nmany e-nmails based on the first edition of
this paper fromfolks who were trying to find the specific versions |
used for examnpl es! Once again, | list kernel versions here for the
sol e purpose of exanples. You can substitute any kernel version for
yoursel f. The version nunber is not inportant. | amtrying to stress
t he nmet hodol ogy and options, not the kernel version

So, for example, if you find kernel 2.4.18-60 and you are currently
running 2.4.18-19.8.0, you can either upgrade or install this new kernel
and then custonize it following the steps in this paper even though | do
not reference 2.4.18-60 in this paper. Make sense?
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Starting the Custom zation Process

Pl ease make a note that for this paper we are going to reconpile our
currently | oaded kernel. W want to have the X Wndow System runni ng so
that we can select our options in a GU environment. How you start X is
up to you. Further, we want to have a term nal open so that we can

i ssue commands fromthe appropriate directory at the pronpt.

In order to reconpile the kernel we nust be in the kernel source
directory. The Red Hat Kernel source directory is '/usr/src/linux-2.4
so we nust be in that directory to start the process.

cd /usr/src/linux-2.4

Thi s changes our working directory to the required directory. W can
see a nunber of files, including directories, within this directory;

Is -la

Before we set our options there is one file we want to review, the
"Makefile' file. Let us issue the followi ng command to view the
contents of this file;

nore Makefile

VWhat we are concerned with in this file is the line ' EXTRAVERSI ON ='.
The first couple of lines should make sense to us as we place them
together to reveal sonmething like '2.4.18'. The 'EXTRAVERSION I|ine is
the key, though. W edit this Iine to give our soon to be created new
kernel a special nane, separating it fromall the other kernels on our
system

We nust renmenber what we edit this line to read, though, because we will
use this customnane throughout the custom zation and rebuil di ng
process. For our exanmple | have edited the line such that the
"Makefile' reads;

VERSI ON = 2

PATCHLEVEL = 4

SUBLEVEL = 18

EXTRAVERSI ON = -19. 8. 0forensi c

When we are finished with the entire process our new kernel will be the
'2.4.18-19. 8. 0f orensic' kernel

As for how you edit the ‘Makefile file the choice is yours. M
personal recomrendation is to use the Vi’ editor. M reason is sinple
enough — Vi is installed on alnpbst every UNI X and Linux system So, if
you learn it you will be able to edit files on any systemw th Vi
installed. Please renenber that many *ni x systens will not have the X
W ndow Systeminstalled and so you wll not have a GJ environment

avai l able. You nust learn a terminal (or shell) editor. ‘Pico is
anot her shell editor, and it is part of the PINE E-nmail package. GU -
based editors include ‘gedit’, ‘kedit’, and ‘nedit’.

One last point | nust nake clear before noving on. W are going to
custom ze the kernel that resides in the ‘/usr/src/linux-2.4" directory.
You should notice that this is actually a link to the ‘real’ kernel
directory. However, if your running kernel is not this kernel you nust
ei ther reboot and select this kernel or you nmust change your directory
to that of the running kernel. The lead will always be ‘/usr/src’

After that, it depends on which kernel you want to customni ze.

So now that we have edited our 'Makefile' there is one nore critica
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step before customizing. |If there are any '.config'" files in this
directory that we want to keep we nust copy themto another directory.
Again, if you have a '.config' file here that you want to keep copy it
to another directory before continuing on with the process.

Hel l o, Meet M Proper

Above | briefly touched on that ‘.config’ files will be renmoved from our
current working directory at the next step (this step). If you want to
copy that ‘.config’ file nowis the tine to do so. For exanple, to copy

it up one |level we issue

cp —-v .config ../
This will copy (‘cp’) the ‘.config’ file up one directory (../) show ng
us what is happening (v=verbose). So the ‘.config file will be copied
from*'/usr/src/linux-2.4" up one level to ‘/usr/src’

To renove all configuration files fromthe kernel source tree we issue
nmake nrproper

This command will renpbve those aforenentioned '.config'" files fromthis
directory. (Wich is why we copied themto another directory prior to
issuing this command in the step above!)

O course after issuing this command we can copy back a '.config' file
into this directory if we desire. The '.config" file is the basis for
building a new kernel, it is an ASCI|I text file that sets all the
paranmeters for the new kernel, which options are turned on and which are
turned off, which are conpiled into the kernel, and which are conpiled
as nmodules. So if you have a customkernel you like archive off the
".config" file for it somewhere and you can always use it as a basis for
buil di ng a new kernel !

Duel i ng Configuration Options

The next step is to actually choose our options. There are a nunber of
choi ces from which we can choose, including;

make xconfig = to use X Wndow System GJI environnent

make nenuconfig = to use a ncurses nmenu driven shell environnment

nmake ol dconfig = to create a '.config" file that shipped with that
ker nel

make config = to use ncurses nenu driven shell environment. NOTE
there is no going backwards here, only forwards, so be careful!

| recommend getting famliar with the first three nethods. Xconfig is
nice if you have a QU environment. It is nice and pretty, easy on the
eyes. However, there may be a tine wherein X11 is not available so
getting used to the shell nethod via nmenuconfig is a snart thing to do
(just as choosing a text installation method for the OS). And lastly,
if your options don't result in a kernel that works for your system

per haps choosing the 'make config' nmethod will help because it tends to
i ncl ude support for nobst everything to get a bootable and working
system

For this paper | amusing the 'make xconfig' method so | issue;
make xconfig
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If everything works as it should we will
shown bel ow,

be presented with the inage

O Linux Kernel Configuration =lE

Code maturity level options ATAADE/MFM/RLL support Crypto Hardware support

Loadable module support SCSI support File systems

Processor type and features Fusion MPT device support Console drivers

General setup Sound

Binary emulation of other systems 120 device support

Memory Technology Devices (MTD) Hetwork device support Bluetooth support

Kemel hacking

Plug and Play configuration IrDA (infrared) support

|
|
|
|
USE support |
|
|
Library routines |

Block devices ISDH subsystem

Multi-device support (RAID and LV} Old CD-ROM drivers (not SCSI, not IDE) Sawve and Exit |

Cryptography support (CryptoAPI) Quit Without Saving |

Hetworking options

Input core support

Character devices Load Configuration from Fllel

Multimedia devices

|
|
|
|
|
|
Parallel port support |
|
|
|
|
|
Telephony Support |

|
|
|
|
|
|
Amateur Radio support |
|
|
|
|
|
|

Store Configuration to File |

| mage 1 "make xconfig' result

This is the menu for setting our options. There are a couple of

i mportant points to nmake note of here. One, notice that there may be
one or nore categories that are dulled out or unavail able as the current
".config" fileis witten. 1In Imge 1 above we see that '|EEE 1394
(firewire) support' is dulled out. Two, there is a nethod to the
madness of selecting options. Just as in reading an English book, we
nove fromtop to bottom left to right. By doing so follow ng

sel ections may becone avail able (or unavail abl e) based upon earlier

sel ection choi ces.

CCDE MATURI TY LEVEL OPTI ONS

By clicking on this category we are presented with the w ndow bel ow,

B Code maturity level options (=[]

CDdernamuﬁtylevelupﬁuns|

* ¥~ ~- N || Prompt for development andfor incomplete codefdrivers Help ||-F
Main Menu Hext | |
nage 2 Changi ng default 'n" to 'y’

W want to change the default selection of 'n" to 'y' here.
we are saying 'Yes, we are gluttons for punishment! G ve us
experimental drivers and options, and we will take full responsibility

In doing so

for any beatings that

and avail abl e to us,
cat egori es.
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| suppose now would be a good tinme to nention the option choices! They

really are self explanatory. 'y' neans yes, conpile support into the
kernel for this selection. 'n' means no, do not conpile in support.
And 'ml neans yes, | want support for this selection, but | want nodul ar

support, do not conpile support directly into the kernel.

LOADABLE MCDULE SUPPORT

Qur next area is LOADABLE MODULE SUPPCORT. There are three sections
here, and | recomrend setting the options as shown in Inmage 3 bel ow,

L] Loadable module support [=][3]

Loadable module support |

¥ v || N | Enable loadable module support Help

wr Y || 4 n Set version information on all module symbols Help

* vy~ - n | Kemel module loader Help [y
Main Menu Hext Prev

| mage 3 Saying 'n' to Set Version information

We are maki ng a nodul ar kernel, so we select 'y' to 'Enable | oadabl e
nodul e support'. Ski pping ahead one we also say 'y' to 'Kernel nodul e

| oader' and by doing so the kernel will attenpt to automatically |oad
nodul es via 'knod' (Kernel Modul e Loader) so that you don't have to.

Noti ce that for the second option though | have selected 'n' to ' Set
version information on all module symbols'. |If you select 'y' here then
you shoul d be able to use nodul es that were conpil ed agai nst a different
kernel for this kernel. However, my personal experience dictates that |
select 'n" and build nodul es for each specific kernel | build.

And now woul d be a great tinme to nention another good thing to do. |
strongly recomend grabbing a beverage of your choice, sitting back, and
clicking on each of the '"Help' buttons. Not all selections will have a
help file available for them but nost will. That's not to say every
help file is really helpful. |In fact some are quite cryptic and
reserved for those living beneath nmountains in bunkers! But again, you
may | earn something quite cool by taking the tine to read the help file
so just do it!

will continue on with each of the najor categories as they are shown
mage 1 here on out. To reduce the size of this file |l will not

I
in |
i ncl ude too many i nages.

n
n

PROCESSCOR TYPE AND FEATURES

Not hi ng to cover here for our purposes.

GENERAL SETUP

In GENERAL SETUP category there are a fewitens to look at. First, |
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woul d recomend selecting 'y' for 'Support for hot-pluggabl e devices'.
Just as the help file says, if you are using a laptop this is a nust for
swappi ng PCMCI A cards around! And if you are using a |l aptop then nake
sure you click on the PCMCI A/ CARDBUS SUPPORT and sel ect the appropriate
support for your |aptop!

Bl NARY EMULATI ON OF OTHER SYSTEMS

The next area | would Iike to nmention briefly is the next najor

cat egory, BI NARY EMJLATI ON OF OTHER SYSTEMS. W can see that if we
enabl e support either via 'y' or 'mi then we can emul ate a nunber of

ot her operating system environnents, including; UnixWare, Solaris, SCO
etc. | personally have no use for this selection, but perhaps you do!

MEMORY TECHNOLOGY DEVI CES ( MID)

Way might this category by of use to us? Well, if you have to work with
RAM chi ps and/ or enbedded devi ces you mght find the support you need
here in this category.

PARALLEL PORT SUPPORT

If you plan on using your parallel port then look in this category. For
exanmpl e, if you use one of those Backpack CDRWthat connect via parallel
port then you want to enable support here. | typically opt for nodul ar
paral | el port support.

PLUG AND PLAY CONFI GURATI ON

Sel f explanatory, and | choose;

'y'" Plug and Pl ay support
| SA Pl ug and Pl ay support

'n' PNPBI OS support (EXPERI MENTAL)
As noted, the Plug and Pray BICS support is experinental in the Linux
world. And as such, nileage nay vary! Al so, since ny systens use ACPI
| do not opt for PNPBIOS support.

BLOCK DEVI CES

Here's a major focus area for forensic exanminers! This is where you can
sel ect support for specific hardware you have, including hard disks,
floppy drives, and even CD witers. Both specific and generic drivers
are |ocated here. Read through the choices carefully and find the
support you need.

Aside fromthese devices there are two other very inportant selections
in this category we are concerned with, the | oopback driver and the
initrd RAM di sk.

The | oopback device is so inportant to data forensics, so we definitely
want to include support for 1t. The choice then becones whet her you
want the support conpiled into the kernel or as a | oadabl e nodule. |
personal |y choose to conpile the support directly into the kernel. |If
you do this you nust renenber that by default the Linux operating system
allows only 8 | oopback devices to be used. You can set nore, but you
have to tell the kernel this. |If you choose support as a nodul e you can
pass t he paraneter when | oading the nodule. |f you conpile support
directly into the kernel you nust either plan ahead and pass the option
during boot or reboot your system and pass the option. If you are
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unfam liar with what | am speaking of here with regards to passing an
option here is an exanple (with the nodul ar support);

nodprobe -d | oop max_I| oop=50

This will |oad the | oopback nodul e (loop.o) and we see | pass the
parameter 'max_| oop=50'" to the nodule so that | have access to 50 | oop
devi ces instead of the nornal 8.

The second sel ection we are concerned with in this category is the
initrd RAMdisk. This file is required if you are using the ext3
filesystemor a SCSI controller for your hard drive. This initial RAM
di sk permts a nodular kernel to access and | oad required nodul es that
it normally would not have access to. The file is located within the
"/boot' partition and named initrd-X X X.inmg where ' X. X X.'.

| mage 4 bel ow shows these sel ections and their support choices;

B Gockdeiees  JEES

Block devices |
+ ¥|[~- m|| # n|| Micro Memory MM5415 Batiery Backed RAM support | Help |
% ¥y | m| - n| Loopback device support | Help
W y| b 2 m| o N || Network block device support Help
% y| .- m| - n|| RAM disk support | Help
4096 Default RAM disk size Help
# v~ -|[[w-n Initial RAM disk (initrd) support | Help Jf
Main Menu Hext Prev |

| mage 4 Loopback device and initrd RAM di sk support

MULTI - DEVI CE SUPPORT (RAI D AND LVM

If we want RAID and / or |ogical volune management support this is the
category to select the options for us. W all know what RAID is (or
shoul d!'), but what is LVM? O, perhaps even better, what can LVM do for
us forensic exam ners?

The LVM driver will allow us to take several dd created inmage files,
mount them using the | oop device, and then view them as one single
device. Kind of cool, huh? That volune group of dd inage files is |like
a virtual disk, and as such, we can access it as such.

CRYPTOGRAPHY SUPPORT ( CRYPTQCAPI )

Making its first appearance in the kernel (without having to patch) is
crypto support. Nothing nmuch here for our purposes, but do check out
the 'Loop Crypto Support' when you have tine. Allows you to create an
encrypted |l oop filesystem Makes recovering information a bit
difficult!
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NETWORKI NG OPTI ONS

OQovi ously the category where networking sel ections reside. Two sections
here that nay be of inportance to exam ners (especially those who do
live network analysis) include the | PX and Appl eTal k sections. |f you
need to drop your attack box in an IPX or AppleTalk network this is
where you sel ect what support you want for your kernel to have for each
of these network protocols.

TELEPHONY SUPPORT

Not hi ng here that | want to speak of for data forensics.

ATA/ | DE/ MFM RLL SUPPORT

An inportant section to cover for us all. |Includes options for |DE ATA
specs, |DE support, CDROM support, floppy support, and tape support.

Al so very inportant in this section is the 'SCSI Enul ati on support

sel ection — choose 'm!

SCSI SUPPORT

This category is everything SCSI of course! SCSI disk, SCSI tape, SCS
| oggi ng, and SCSI low |level drivers. Reviewthis category and sel ect
accordingly. Typically | elect;

SCSI support

SCSl di sk support (to access 1394 firew re disks)
SCSI tape support

SCSI  CD- ROM suppor t

y' Enabl e vendor-specific extensions (for SCSI CDROM
8' Maxi mum nunber of CDROM devi ces

m SCSI generic support

y' SCSI logging facility

By then clicking on the owlevel drivers section you can select the
drivers you require, such as those by Acard, Adaptec, Conpaq, and Intel
Cicking on the PCMCI A section allows you to include support for those
PCMCI A SCSI adapter cards by Adaptec, Future Donain, etc.

| EEE 1394 (FlI REW RE) SUPPORT

My favorite protocol for dunping data, 1394. | ama firewire zealot, if
not hi ng el se because it transfers data from one device to another
wi t hout chewing up ny CPU ' Nuff said!

For 1394 support | opt for the foll ow ng;

| EEE 1394 support (this is the generic support)
OHCl 1394 support (for OHCI driver)

sbp2 support (needed for accessing hard disks)
raw | EEE1394 support (required for data transfers)

n
n
n
n

Note that if your 1394 device uses the PCILYNX driver then you should
sel ect that instead of the OHCl driver support. M personal experience
has been great with OHClI devices, and | stick with SII1 G wherever | can
(both for ny laptop and for ny desktop). | have never had an issue wth
their cards and OHCI support. | have had a few issues with those cards
using the PCILYNX driver. As a side note, if you use SONY you are on
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your own! They are so special they have their own little tweak to 1394
they call it S400. It can be a nightmare to configure with Linux and
therefore for all you laptop folks | do not reconmend Sony | aptops with
Li nux. Yes, | have the PCG GRX560, but | ama glutton for punishnent.
It took ne around one week to get everything working on it, which is
absolutely uncalled for. But shane on ne for not doing ny research
first and finding the onboard 1394 controller is a R coh controller

whi ch equal s not so good Linux support!

| 20 DEVI CE SUPPORT

Not hi ng here to report on froma forensic point of view

NETWORK DEVI CE SUPPORT

This category is where you will choose your network card drivers and the
like — Ethernet, token ring, wireless, etc.

AVATEUR RADI O SUPPORT

Agai n, nothing to report on here for forensics!

| RDA (| NFRARED) SUPPORT

Ckay, has this died yet or is their a coneback comng? |If you want |rDA
support then you will find it here. | don't use it — even with silver
pant s!

| SDN SUBSYSTEM

If you have | SDN here i s your support.

OLD CD- ROM DRI VERS (NOT SCSI, NOT | DE)

If you have old hardware |ying around perhaps you will need to review
the selections here to include support for your old CD ROM

| NPUT CORE SUPPCORT

If you plan on using a USB keyboard or nouse then enabl e support here
for those itens.

CHARACTER DEVI CES

There are a few things of interest here. |f you use the floppy tape
device driver (ftape) then here is where you will find it and the

sel ections available for it. Besides ftape you will also find your

vi deo card support here. But lastly, and this is inportant, there is a
section 'PCMCI A Character Devices'. |If you use a laptop you will want
to visit this category and sel ect the support you want. | typically
choose the foll ow ng;

'm PCMCI A serial device support

Wiy is this inportant to the forensic examiner? |f you plan on using a
PCMCI A conpact flash adapter card then this driver may be required so
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that you can access that flash |ike an | DE di sk.

MULTI MEDI A DEVI CES

Not hi ng here froma forensic point of view

CRYPTO HARDWARE SUPPORT

Not hi ng here froma forensic point of view

FI LE SYSTEMS

Oobviously a biggie for forensic examiners! | typically include nost
read support, but [imt "wite' support to only a fewdrivers. Review
the list of file systemdrivers and include support for what you need.

| reconmmend conpiling nodul ar support for nobst of them because you never
know when you w Il need them

At the bottomof this category we see there are 'Network File Systens',
"Partition Types', and 'Native Language Support' categories. Peruse
each, including support for those desired. Again, for the file systens
I include nost everything. The sane for partition types. Native

| anguage support | include those that | use often

CONSCLE DRI VERS

Not hi ng here froma forensic standpoint.

SOUND

Not hi ng here froma forensic standpoint.

USB SUPPORT

Anot her category of inportance for forensic examners. You will find
support here for the different USB drivers, conpact flash readers, CD
Witers, digital caneras, and nore

Note the 'USB Serial Converter support' category. This category is
where you can find support for Handspring Visors, Palnms, Sony Cie
Conpag i PAQ HP Jornada, and Casi o handhel d devices. Good stuff here
BLUETOOTH SUPPORT

To have Bl uetooth support this is where you will find it.

KERNEL HACKI NG

Not hi ng here from a forensic standpoint.

LI BRARY ROUTI NES

Not hi ng here froma forensic standpoint.
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kay, there we have it. W have gone through and revi ewed the
categories and hopefully we have sel ected options beneficial to our
system and environment. W click on 'Save and Exit' which will wite
the ".config" file for us and cl ose the w ndow.

Note that we could have chosen to 'Quit w thout saving' wherein al
changes would be lost. Also note the 'Load Configuration fromfile
option. If we clicked on this when we first started we could have
pointed to a '.config" file in a target directory we specify.

Setting the Dependencies

Now t hat we have sel ected our options we nust set the dependencies to
ensure that we have everything we need for a working system |ssue;

nmake dep
This sets all the dependencies correctly. Renenber that we nmust be in
the ‘/usr/src/linux-2.4" directory when issuing all of our conmands!
(or, in the kernel directory you are custoni zi ng)
Take Qut the Trash
Time to prepare the kernel source tree for building the kernel

make cl ean

Kernel Tine
Next we build the actual kernel via;
make bzl mage
Pl ease remenber that Linux is case sensitive. Upper and | ower case
counts for everything!
Modul e Ti nme
Tinme to make our nodul es;
make nodul es
When this conpl etes the process of maki ng our nodules we follow with;
make nodul es_i nst al

This installs the nodules for our customkernel to '/Ilib/nodul es/ kernel -
X-X-X where 'kernel-X-X-X is the nane of the kernel

Pl ease note that even if you built a nmonolithic kernel you nust issue
these two commands as part of the kernel building process!

Installation Tine

To install our new kernel on a Red Hat system we issue;

make install
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Thi s copi es our new kernel and the associated files (Systemmap) to the
appropriate directories. Further, 'new kernel-pkg' is executed which in
turn builds the initrd image file and updates the boot | oader
configuration file to reflect the new entry.

It is inmportant to check to make sure the inportant files found their
way home and the boot | oader configuration file was, indeed, updated.

W want to ook into the '/boot' directory to make sure there are three
new entries reflecting our new kernel. These files are;

vm i nuz- ker nel -ver si on
Syst em nap- ker nel - ver si on
i nitrd-kernel -version

For exanple, in our exanple we would then have these three fil es added;

vm i nuz-2.4.18-19. 8. 0forensi c
System nap- 2. 4. 18-19. 8. Of orensi c
initrd-2.4.18-19.8.0forensic.ing

Renenmber how | nentioned it is inportant to renenber what we edit the
EXTRAVERSI ON |ine of the 'Makefile' to be? Here is why!

| use GRUB as ny boot | oader, and the file to check to nake sure the new
kernel is included as an option during boot is '/boot/grub/grub.conf'.

If you use LILO as your boot |oader then your config file is
"fetc/lilo.conf'.

Revi ew

short, here are the steps to take;

create energency boot diskette

edit ‘Makefile' to custom ze new kernel nane
copy any ‘.config’ files to another directory
i ssue ‘make nrproper’

i ssue ‘nmake xconfig’ or ‘make nmenuconfig’ or ‘make ol dconfig’
i ssue ‘make dep’
i ssue ‘nake clean’
i ssue ‘nmake bzl nmage’
i ssue ‘make nodul es’
)i ssue ‘make nmodul es_install

11)i ssue ‘nake install
12) check boot | oader configuration file ‘/etc/lilo.conf’ or
‘/ boot / grub/ grub. conf’
13)check ‘/boot’ for presence of new files;
i nitrd-kernel - XXX.ing
Syst em nap- ker nel - XXX
v i nuz- ker nel - XXX

Epi | ogue
If you have successfully reconpiled your kernel and booted your system
using it | have achieved ny goal! Congrats to you! Enjoy your new
kernel .
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Custom zing your kernel really is not that difficult of a process once
you learn the steps and beconme accustoned to the nmethodol ogy. And what
do you do when good tines go bad? You boot back into your old, working
kernel and try to fix the problemw th the non-working kernel. Yes,
have found nyself facing the all too faniliar “kernel panic” nessage
wherein ny only resort is to hard power off the system This is
typically because ‘initrd wasn't created or | left out sone option in
the kernel (perhaps a BIOS or PCl option). But getting these error
nmessages is actually helpful as it will force you to troubl eshoot and

| earn how to sol ve i ssues.
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